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Auto-Start Configuration

About This Chapter

Auto-Start enables a device to automatically load version files including the
system software, patch file, and configuration file, simplifying configuration and
reducing site deployment costs.

3.1 Overview of Auto-Start
This section describes the definition and purpose of Auto-Start.

3.2 Application Scenarios for Auto-Start
This section describes the application scenarios for Auto-Start.

3.3 Understanding Auto-Start
This section describes how Auto-Start is implemented.

3.4 Licensing Requirements and Limitations for Auto-Start
This section provides licensing requirements and limitations for Auto-Start.

3.5 Default Settings for Auto-Start
This section describes the default settings for Auto-Start.

3.6 Configuring Auto-Start
This chapter describes how to configure Auto-Start.

3.7 Maintaining Auto-Start
You can monitor the running status of Auto-Start in each phase to ensure that
Auto-Start runs normally.

3.8 Configuration Examples for Auto-Start
This section provides Auto-Start configuration examples, including the networking
requirements, configuration roadmap, and configuration procedure.

3.1 Overview of Auto-Start

This section describes the definition and purpose of Auto-Start.
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Definition

The Auto-Start function allows a device to automatically load version files after it
is powered on and starts.

Purpose

Auto-Config and Auto-Start allow devices to automatically load version files to
implement batch site deployment and quick remote deployment of devices to be
connected to the network. The two functions reduce labor costs and improve
device deployment efficiency.

The differences between the two functions are as follows:

e Auto-Config is generally used for automatic site deployment on LANs. After
being installed and powered on at a site, devices obtain IP addresses and
configuration information related to the file server through the DHCP server
deployed on the LAN. The devices then automatically obtain version files from
a specified file server based on the configuration information and load the
files to complete site deployment.

e Auto-Start is generally used for automatic site deployment across LANs.
Devices load site deployment configurations including IP addresses and
configuration information related to the file server in advance using
customized factory settings or USB flash drives. After being installed and
powered on at a site, the devices directly set up connections to the file server,
automatically obtain version files from the file server and load the files to
complete site deployment.

Related Documents

Video:Auto-Start Feature of Huawei AR Routers

3.2 Application Scenarios for Auto-Start

This section describes the application scenarios for Auto-Start.

Auto-Start Deployment

You can configure Auto-Start based on the networking shown in Figure 3-1, and
store the intermediate file (mandatory) and at least one of the configuration file,
system software, and patch file on the FTP/SFTP server. Software commissioning
engineers uniformly configure management IP addresses and file server
parameters, and enable Auto-Start on devices. Installation personnel then deploy
these devices to different sites. As long as these devices have reachable routes to
the file server, the devices use Auto-Start to automatically obtain version files
from the FTP/SFTP server and load configuration files, system software, and patch
files after being powered on.

You can also use the customization mode, add the devices' IP addresses and file
server parameters to factory settings, and enable Auto-Start. After being delivered,
installed at sites, and powered on, the devices start the Auto-Start process for site
deployment.

You can also use Auto-Start to upgrade devices in the future. You only need to
save files (intermediate file, system software, patch file, and configuration file)
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required for the upgrade to the file server, reconfigure file server parameters, and
restart the devices. The devices then use Auto-Start to automatically load new
version files. If file server parameters remain unchanged and are saved to the
configuration file, you do not need to reconfigure the parameters.

Auto-Start allows devices to rapidly and automatically load version files in
batches, so that professional software commissioning engineers do not need to go
to sites. Auto-Start reduces site deployment costs, simplifies site deployment
process, and improves device deployment efficiency.

Figure 3-1 Auto-Start networking
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3.3 Understanding Auto-Start

This section describes how Auto-Start is implemented.

Auto-Start Principles

Before using Auto-Start for site deployment, make an intermediate file and save it
to a specified directory on the file server. Save version files to be loaded to the
specified directory on the file server. After configuring an IP address and file server
parameters on a device, enable Auto-Start. The device then automatically
downloads and loads version files based on the intermediate file after the start.

The intermediate file contains the mapping between the device's MAC address +
equipment serial number (ESN) and the system software, version, patch file, and
configuration file. A device uses the file server's IP address, a user name, and a
password to set up a connection with the file server, downloads and parses the
intermediate file. After successfully parsing the intermediate file, the device
downloads corresponding version files from the file server and loads the files. For
details about how to make the intermediate file, see 3.6.1 Making the
Intermediate File.

Site deployment files consist of mandatory and optional files.
e Mandatory file

- Intermediate file: The file name must be arstart.ini.
e Optional file
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- System software: The file name extension is .cc or .zip.
- Patch file: The file name extension is .pat.
- Configuration file: The file name extension is .cfg or .zip.
You can select at least one optional file for site deployment using Auto-Start.

Site Deployment Process Using Auto-Start

Figure 3-2 shows the site deployment process using Auto-Start.

Figure 3-2 Site deployment process using Auto-Start
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Auto-Start Process on a Device

Figu(

Figure 3-3 Autq

N

Phase of obtaining version files

Start

Obtain and parse the
intermediate file

.

Is the parsing

° successful?

Yes

Does system
software name and
version information

exist? No

Is upgrade required? No

Yes

A

\

)Start process on a device.

p-Start process on a device

Does patch file
information exist?

Yes

Can the device
download the patch
file?

obtaining process

Start the system software I

Start the patch file
obtaining process

_ | Start the configuration file
obtaining process

Is the configuration
file obtained?

Is the system
oftware obtained?

Yes

A

Is the patch file
obtained?

Yes y

Specify the system

software for next startup

If‘

Specify the patch file for
next startup

L

Auto-Start process is

Y

suspended

|

The device connects to the file server to obtain and parse the intermediate

file.

If the device successfully parses the file, go to step 2.
If the device fails to obtain or parse the file, the site deployment fails.

The device obtains site deployment files from the file server and saves the
files to a specified storage medium according to description in the

intermediate file.

If the device successfully obtains the files, go to step 3.
If the device fails to obtain the files, the site deployment fails.

Issue 14 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd.

65

I Specify the configuration I
file for next startup

[———— 4 —————=
I
I
I
I
I Y

F I Restart the device I
I
I
EpSpss——— -———
< End )



Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 3 Auto-Start Configuration

3. The device specifies the system software, configuration file, and patch file as
next startup files.

4. The device restarts.

3.4 Licensing Requirements and Limitations for Auto-
Start

This section provides licensing requirements and limitations for Auto-Start.

Involved Network Elements

None

Licensing Requirements

Auto-Start is a basic feature of a router and is not under license control.

Feature Limitations

e The device can be deployed using a USB flash drive, Auto-Config, or Auto-
Start. The three deployment modes are mutually exclusive and only one of
them can be used at a time.

e The intermediate file contains the mapping between the device's MAC
address + ESN and the system software, version, patch file, and configuration
file. After connecting to the file server, the device downloads and parses the
intermediate file, and downloads corresponding version files from the file
server based on the parsing result. Before using Auto-Start, obtain the
device's system MAC address and ESN using the following methods:

- View the barcode label attached to the surface of the device.

- Log in to the device and run the display system-mac (diagnostic view)
and display esn (All views) commands to view the MAC address and
ESN, respectively.

3.5 Default Settings for Auto-Start

This section describes the default settings for Auto-Start.

Table 3-1 Default settings for Auto-Start

Parameter Default Setting

Auto-Start Disabled

3.6 Configuring Auto-Start

This chapter describes how to configure Auto-Start.
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Configuration Process

To configure Auto-Start, perform the following configuration tasks on the file
server and device. The tasks can be performed in any sequence. You must
complete all the tasks before running Auto-Start on the device.

3.6.1 Making the Intermediate File

Context

Procedure
Step 1
Step 2

This section describes the intermediate file and how to make the file.

An Auto-Start-enabled device parses the intermediate file to obtain information
about version files to be downloaded. For details about the Auto-Start process, see
3.3 Understanding Auto-Start.

The intermediate file must be named arstart.ini and saved in an authorized
directory on the file server. The file contains the mapping between the device's
MAC address + ESN and the system software, version, patch file, and configuration
file. The system software, patch file, and configuration file are saved in the
authorized directory on the file server. The file name extension of the system
software is .cc or .zip, that of the patch file is .pat, and that of the configuration
file is .zip or .cfg. After obtaining the file server's IP address, the device downloads
the file arstart.ini from the file server, parses the file to find names of
corresponding system software, version, patch file, and configuration file, and
downloads version files from the file server based on the names.

Create a text file and name it arstart.ini.
Edit the intermediate file.

Assume that a router's MAC address (obtaining method) is 0018-82C5-AA89, ESN
(obtaining method) is 9300070123456789, system software to be downloaded is
auto_V200R007C00.cc, version is V200R007CO00, patch file to be downloaded is
auto_V200R007C00.pat, and configuration file to be downloaded is
auto_V200R007C00.cfg. The contents of the intermediate file arstart.ini are as
follows:

MAC=0018-82C5-
AA89;ESN=9300070123456789;vrpfile=auto_V200R007C00.cc;vrpver=V200R007C00;patchfile=auto_V200R007
C00.pat;cfgfile=auto_V200R007C00.cfg;
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(11 NOTE

e If multiple devices need to be configured, each line in the intermediate file records
configuration information of a device. A maximum of 1,000 devices can use the
intermediate file to implement Auto-Start.

e When editing the intermediate file, enter the MAC address and ESN, or either of them.
Names of the configuration file, system software, and patch file are optional. Enter at
least one file name.

e The MAC address, ESN, version, and names of the system software, patch file, and
configuration file can be written in any sequence.

e The MAC address (or ESN), system software name, patch file name, and configuration
file name are separated by semicolons (;). The MAC address is in XXXX-XXXX-XXXX-XXXX Or
xx-xx-xx-xx format. The file name is case-insensitive and does not contain special
characters. It is recommended that the file name contain letters, digits, and underscores

Q).

e The intermediate file must contain the system software name and version, and the
version in the system software name must be the same as the version in the
intermediate file. The version information (vrpver) must be included in the system
software information (vrpfile).

--—-End

3.6.2 Configuring the File Server

This section describes how to configure the file server.

Prerequisites
The file server works properly.

Context
e The file server can be an FTP or SFTP server. An SFTP server is recommended.
e The device or a PC can function as the file server.

Procedure
Configure the file server.

e  For details about how to configure the file server as an FTP server, see 11.4.3
Managing Files When the Device Functions as an FTP Server.

e  For details about how to configure the file server as an SFTP server, see 11.4.4
Managing Files When the Device Functions as an SFTP Server.

Follow-up Procedure

After configuring the file server, save the intermediate file (mandatory) and at
least one of the configuration file, system software, and patch file to an
authorized directory on the file server.
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(11 NOTE

e  Before uploading files to the file server, ensure that the directory has sufficient space
to store the files.

° If a PC functions as the file server, directly copy the files to the authorized directory on
the PC (the authorized directory on the file server needs to be specified).

e If the device functions as the file server, use third-party software on a PC to upload
the files to the authorized directory on the file server.

e To ensure file server security, you are advised to configure a unique user name for the
file server and assign read-only permission to the user to prevent unauthorized
modification of the files. After the Auto-Start process is complete, disable the file
server function.

3.6.3 Configuring Auto-Start On a Device

This section describes how to configure Auto-Start on a device.

Pre-configuration Tasks

Power on the device and ensure that it completes self-check successfully.

Procedure

Step 1 Configure a management IP address for the device.

1.

Run system-view

The system view is displayed.
Run interface /nterface-type interface-number

The interface view is displayed.
Run ip address /p-address { mask | mask-length }

A management IP address is configured.

The management IP address is used for device management and
maintenance. Configure IP addresses and deploy routes based on network
planning to ensure that routes between terminals and devices are reachable.

Run quit

Exit from the interface view.

Step 2 Configure file server parameters.

1.

4.

Run autostart

The autostart view is displayed.
Run servertype { ftp | sftp }

The type of the file server is configured.

By default, the file server is an FTP server.
Run ipaddress /ip

The IP address of the file server is configured.
Run username username password password
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The user name and password for accessing the file server are configured.

By default, no user is configured for accessing the file server.
5. Run quit

Return to the system view.
6. Run autostart enable

Auto-Start is enabled.

By default, Auto-Start is disabled on a device.
7. Run quit

Return to the user view.
Step 3 Run save
The configuration is saved.

----End

Verifying the Configuration

Run the display autostart config command to view configured file server
parameters, including the type and IP address of the file server, and the user name
and password for accessing the file server.

Follow-up Procedure
After being installed and powered on, the device starts the Auto-Start process.

(1 NOTE

After the Auto-Start process successfully ends, you are advised to run the undo autostart
enable command to disable Auto-Start and run the save command to save the
configuration, preventing the device from starting the Auto-Start process again after it
restarts the next time.

3.7 Maintaining Auto-Start

You can monitor the running status of Auto-Start in each phase to ensure that
Auto-Start runs normally.

e Run the display autostart status command to display the running status of
Auto-Start.

e Run the display startup command to display the system software and
configuration files for the current and next startup.
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(11 NOTE

e |If the device is connected to the network, you can log in to the device using Telnet or
other modes to view the Auto-Start running status, but do not configure the device.

e  After downloading a file, do not save the configuration on the device because the
configuration has not taken effect. If you save the configuration, the configuration will
not take effect after the site deployment process ends.

e  You can view the file transfer log on the file server to check whether the device has
successfully downloaded the correct system software, patch file, and configuration file.

° If the Auto-Start process is suspended, you can reconfigure file server parameters or
the intermediate file and file server, enter the autostart view, and run the autostart
run command to manually restart the Auto-Start process.

3.8 Configuration Examples for Auto-Start

This section provides Auto-Start configuration examples, including the networking
requirements, configuration roadmap, and configuration procedure.

3.8.1 Example for Configuring Auto-Start

Networking Requirements

As shown in Figure 3-4, newly-delivered RouterA, RouterB, and RouterC need to
be deployed in an enterprise's branches 1, 2, and 3, respectively, and communicate
with RouterD in the enterprise's headquarters.

The enterprise wants to load the same system software and different
configuration files on RouterA, RouterB, and RouterC. To reduce labor costs for
onsite deployment, the enterprise wants to configure these routers remotely and
rapidly.

Information of RouterA, RouterB, and RouterC and files to be loaded on these
routers are as follows:

e RouterA: The MAC address is 0018-82C5-AA89, ESN is
2102310CXK10B6000183, system software name is V200R007C00.cc, version is
V200R007C00, and configuration file is auto_RouterA.cfg.

e RouterB: The MAC address is 0018-82C5-AA90, ESN is
2102310CXK10B6000184, system software name is V200R007C00.cc, version is
V200R007C00, and configuration file is auto_RouterB.cfg.

e RouterC: The MAC address is 0018-82C5-AA91, ESN is
2102310CXK10B6000185, system software name is V200R007C00.cc, version is
V200R007C00, and configuration file is auto_RouterC.cfg.
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Figure 3-4 Networking for configuring Auto-Start
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Configuration Roadmap

Procedure

Step 1

The configuration roadmap is as follows:

Configure RouterD as the SFTP server.

RouterD
SFTP Server

2. Make the intermediate file arstart.ini that maps each router to be configured
with the system software and configuration file to be loaded.

3. Save the intermediate file and configuration files and system software to be
loaded to the working directory of the SFTP server RouterD, so that RouterA,

RouterB, and RouterC can obtain these files.

4. On RouterA, RouterB, and RouterC, configure IP addresses and SFTP server
parameters (including the type and IP address of the file server, and the user
name and password for accessing the file server), and enable Auto-Start.

5. Power on the routers. The routers use Auto-Start to automatically load

configuration files, system software, and patch files.

(11 NOTE

By default, Auto-Start is disabled on a device.

Configure RouterD as the SFTP server.

# Configure the SFTP server function and related parameters.

<Huawei> system-view

[Huawei] sysname SFTP Server

[SFTP Server] sftp server enable

[SFTP Server] rsa local-key-pair create

The key name will be: Host

RSA keys defined for Host already exist.

Confirm to replace them? (y/n):y

The range of public key size is (512 ~ 2048).

NOTES: If the key modulus is less than 2048,
It will introduce potential security risks.
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Step 2

Step 3

Step 4

Step 5

Input the bits in the modulus[default = 2048]:2048
Generating keys...
+++

+++
B e

# Configure the user interface for SSH login.

[SFTP Server] user-interface vty 0 4

[SFTP Server-ui-vty0-4] authentication-mode aaa
[SFTP Server-ui-vty0-4] protocol inbound all
[SFTP Server-ui-vty0-4] user privilege level 15
[SFTP Server-ui-vty0-4] quit

# Configure an SSH user.

[SFTP Server] aaa

[SFTP Server-aaa] local-user huawei password irreversible-cipher huawei2012
[SFTP Server-aaa] local-user huawei privilege level 15

[SFTP Server-aaa] local-user huawei service-type ssh

[SFTP Server-aaa] local-user huawei ftp-directory sd1:

[SFTP Server-aaa] quit

[SFTP Server] ssh user huawei authentication-type password

# Configure the IP address of the SFTP server.

[SFTP Server] interface gigabitethernet 1/0/0
[SFTP Server-GigabitEthernet1/0/0] ip address 192.168.1.6 255.255.255.0
[SFTP Server-GigabitEthernet1/0/0] quit

Make the intermediate file arstart.ini.

# Create a text file and name it arstart.ini. The contents and format of the
intermediate file are as follows:

MAC=0018-82C5-
AA89;ESN=2102310CXK10B6000183;vrpfile=V200R007C00.cc;vrpver=V200R007C00;cfgfile=auto_RouterA.cfg;
MAC=0018-82C5-
AA90;ESN=2102310CXK10B6000184;vrpfile=V200R007C00.cc;vrpver=V200R007C00;cfgfile=auto_RouterB.cfg;
MAC=0018-82C5-
AA91;ESN=2102310CXK10B6000185;vrpfile=V200R007C00.cc;vrpver=V200R007C00;cfgfile=auto_RouterC.cfg;

Upload the intermediate file, configuration files, and system software to the
working directory sd1 of the SFTP server.

Configure IP addresses and SFTP server parameters, and enable Auto-Start on
RouterA, RouterB, and RouterC.

# Take RouterA as an example. The configurations of RouterB and RouterC are
similar to the configuration of RouterA, and are not mentioned here. For details,
see the configuration files.

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.1 24
[RouterA] autostart

[RouterA-autostart] servertype SFTP

[RouterA-autostart] ipaddress 192.168.1.6
[RouterA-autostart] username huawei password huawei2012
[RouterA-autostart] quit

[RouterA] autostart enable

[RouterA] quit

<RouterA> save

Start the routers. The routers then start the Auto-Start process.
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Step 6

Step 7

Verify the configuration.

# After the Auto-Start process ends, log in to routers to be configured and run the
display startup command to view the startup system software and configuration

file. The command output on RouterA is used as an example.
<RouterA> display startup

MainBoard:
Startup system software: sd1:/V200R007C00.cc
Next startup system software: sd1:/V200R007C00.cc
Backup system software for next startup: null
Startup saved-configuration file: sd1:/auto_RouterA.cfg
Next startup saved-configuration file:  sd1:/auto_RouterA.cfg
Startup license file: null
Next startup license file: null
Startup patch package: null
Next startup patch package: null
Startup voice-files: null
Next startup voice-files: null

Disable Auto-Start.

# After successfully deploying a router using Auto-Start, disable Auto-Start to
prevent the router from starting the Auto-Start process again after it starts the
next time. The command output on RouterA is used as an example.

<RouterA> system-view
[RouterA] undo autostart enable
[RouterA] quit

<RouterA> save

--—-End

Configuration Files

e RouterD configuration file

#

sysname SFTP Server

#

aaa

local-user huawei password irreversible-cipher %A%#Wdb-1<0AvO:5yT'HtAATY) (+wZ<x>!
GshQKAr7<Lo$fY) (.Y%A%#
local-user huawei privilege level 15
local-user huawei ftp-directory sd1:
local-user huawei service-type ssh

#

interface GigabitEthernet1/0/0

ip address 192.168.1.6 255.255.255.0
#

sftp server enable

#

user-interface vty 0 4
authentication-mode aaa

user privilege level 15

#

return

e RouterA configuration file

#

sysname RouterA

#

interface GigabitEthernet1/0/0

ip address 192.168.1.1 255.255.255.0
#

autostart enable

autostart

servertype sftp
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ipaddress 192.168.1.6

username huawei password %A%#B(Wv8+v a~b%7c-8LA7G,$) "% %#
#

return

e RouterB configuration file

#

sysname RouterB

#

interface GigabitEthernet1/0/0

ip address 192.168.1.2 255.255.255.0
#

autostart enable

autostart

servertype sftp

ipaddress 192.168.1.6

username huawei password %/A%#B(Wv8+v a~b%7c-8LA7G,$)" % \%#
#

return

e RouterC configuration file

#

sysname RouterC

#

interface GigabitEthernet1/0/0

ip address 192.168.1.3 255.255.255.0
#

autostart enable

autostart

servertype sftp

ipaddress 192.168.1.6

username huawei password %A%#B(Wv8+v a~b%7c-8LA7G,$)" %A %#
#

return
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